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Access to Human Biospecimens

How to pool and publish biobank data from different 
hospitals / institutions safeguarding (in the interest of 
users and biobanks)

- Anonymization / patients’ personal rights?

- Confidentiality
- of scientific projects and

- of biobank contents and know-how?

- Autonomy with respect to biobank governance?

…and how to motivate biobanks to share their data (and 
material)?

Project/business 
case?



© Fraunhofer IBMT

Honest Broker

Focus: Organize, facilitate and accelerate access to 
partner biobanks and their users

No competitor
Of biobanks: no material of their own

Of users: no research interests of their own in the user‘s field

Responsible for
E-infrastructure 

Management and governance of network

Active interface towards international infrastructures
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Register:

Updates done manually by questionnaires  / data entry 

Drawback for users: Specific search for cases / samples impossible
Drawback for biobanks: 

Biobanks not informed on users / envisioned projects

Data granularity inversely related to privacy, confidentialiy, and maintenance efforts

ICT infrastructure with web-based query tool: 

Automatic updates  on a regular basis, controlled/initiated manually

Drawback for biobanks: Data needs to be harmonized and anonymized

Specific case/sample-related information for users

Specific project-related information for biobanks

„Spam filter“ for biobanks

Register vs. „Projektportal“
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Project search tool (including scientific services)
Generic project structure

Expand CRIP concept towards all kinds of disease specific 
(Kompetenznetze) and population-based biobanks

Integrate project search tool into German Biobank Register 
(www.biobanken.de) ⇒ Cooperation with TMF

Open / restricted to registered German biobanks 

Open for additional software tools

Scope of P2B2

CRIP as a blueprint
Tissue banks / Institutes of Pathology ⇒ all disease areas

Operative since 2006 ⇒ proven and tested

Flexible architecture ⇒ Hospital-wide biobanks 
(Workshop 2010)
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Biobank              

Partner 2 
IRDB

PFallg4pe 4PFallg4pe 4Fal   Pool  3Fal   Pool  3FallgPool 2FallgPool 2

Research

Pool 1 Pool 1 

3) Statistical Groups

Partner 1
IRDB

Biobank              
1) Pseudonymize

CRIP

CRIP Privacy Regime I

…a model concept!

Search 
Profile2) Anonymize
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http://www.springerlink.com/content/257x56488841215k/fulltext.pdf

CRIP Privacy Regime II

http://crip.fraunhofer.de
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CRIP ICT Architecture
IBMT: Central database with web-based interactive query tool

CRIP Partners: Integrative Research Databases (IRDBs; by IBMT; „local“
databases)

Data import (pseudonymized), export (anonymized)

Data harmonization

Pre-processing, calculation of values, mapping, etc.

Anonymization

Web Services
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Federated ICT Architecture

Uro. Erl.

IRDB Erlangen /
DPKK-Datenbank

Patho. Erl.

DPKK 1

DPKK 1
IRDB / AuF der DGU?

Nierenzelltumor-DB
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CRIP Toolbox 

Local server

Meta biobank I Meta biobank II

IRDB

CRIP BBS

WSWS

WSWSWSWS
Data 

import, 
Query an

on
ym

ize

Meta biobank III?

BIMS

pseudonymize
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P2B2
Kick-off meeting, Berlin, November 22, 2010 
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P2B2 Biobank Partners 

Projektportal
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P2B2 Work Plan

TestImplementationAdaptationAlignment

Monate 

0 4 8 19 23 

Technical and 
contractual 
framework

Core data set
Database 
agreement

IRDBs, central database, query tool
Ethical filters
Interface towards
•BBMRI Overview Catalogue
•national nodes
Web-services -> www.biobanken.de

Test
Approval

Kickoff-
Meeting 

Nov. 2010
Launch
August 2012

http://www.tmf-ev.de/Themen/Projekte/D025_02_P2B2.aspx

Conferenc
e

Sept. 14, 
2011

Single sign-on with German Biobank Register

Integration by web-links and web services

⇒ Register entries of P2B2 biobank partners up-date automatically

April 8, 
2012
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P2B2 Database Contract

Draft / advice by T.M. Spranger

Legal framework for handling of human samples

Rights and liabilities
Data transfer

Project management and delivery

Fees and cost recovery

Same wording with all partners / equal treatment

Ready for signature



© Fraunhofer IBMT

P2B2 Core Data Set
Integrated so far: BioPsy, PopGen, KompNet HIV/AIDS

„Case-centric“

28 (+) items
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IRDB-Interface / API provided (December 2010)

IMFL Uni Münster (F. Ückert)
Use case HIV/AIDS

Uni Erlangen, Lehrstuhl f. Med. Informatik (H.U. Prokosch)
Use Case SepNet

Additional Software Modules / Tools 
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Feedback within 10 workdays / 
automatic reminder

Project
proposal
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Status quo / from patchwork towards national node??? 

Nation

Region

EU

Hospital/
Institution

Hospital/
Department/
Institute

Network

Meta-
Biobank

cBMB/
IRDB/KN

Patho.Epidemiol. KompNet
Biobank/
Database

Deutsche 
Zentren der 
Gesundheits-
forschung
PP2B2

P

IRDBIRDB
„Bridgehead“

nData

nData

Nationale 
Biomaterial-
banken-
Initiative
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Nation

Region

EU

Hospital/
Institution/
Consortium

Department/
Institute

BBS, 
CRIP, 
TuBaFrost 
etc.

cBMB/
IRDB/KN

Biobank 2Biobank 1 Biobank 3
Biobank/
Database

IRDB
(pseud. Daten)

IRDB
(pseud. Daten)

Bridgehead / 
spokes

nData

nData

Anonymized

K-anonymity / 
Pseudonyms

wwwStatistical 
groups

Meta biobank /
hub 

Vision 
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P2B2 vs. www.amazon.com

Amazon’s mission statement:
“We seek to be Earth’s most customer-centric company for three primary 
customer sets: 

• Consumer customers, 
• Seller customers and 
• Developer customers.”

The German Biobank Register and P2B should seek to be 
Germany‘s most researcher centric biomedical research infrastructure for 
three primary researcher sets:

• User researchers (from academia and industry)
• Provider researchers (biobanks) and
• Developer researchers (ICT). www.cloud.fraunhofer.de

Trusted Cloud of TMF
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Thank you…

…for your attention!

… Karsten R. Heidtke, Oliver 
Gros, Matthias Dobkowicz


