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Identitatsmanagement

T

IDAT (Identifizierende Daten)

Informationelle
Gewaltenteilung

John Doe
* 08/25/1970
310 16th Street North

La Crosse, WI 54601

PSN: 132 b Gemeinsames
Pseudonym
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MDAT (Medizinische Daten)

Diagnose: C71.7
MTXStart: 06/11/2015

PSN: 132
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Flexible Prozessintegration GM F
IDAT (Identifizierende Daten) MDAT (Medizinische Daten)
_ _ ,Gib mir ein AddPatient-Token*
Mainzelliste fkdn23nf73 | Datenmanagement
< 123.45.67.89
123.45.67.89 >

fnkdn23nf73 Arzt22 — x639n8ke

Arzt23 - sn3ckd!z

Name: Arzt23
Password: sn3ckd!z
I'4

addPatient"
3socOws3...
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Klinisches Modul: Arbeit mit IDAT GM F

IDAT (Identifizierende Daten) MDAT (Medizinische Daten)

Max Mustermann
*13.11.1956

%
PID: JO3P47UM
PSN: 132 PSN: 132

' Temp-ID: 4060... - || Temp-ID: 4060...

Diagnose: A01.1
Datum Diagnose:
02.09.2015
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Mainzelliste.Client GM F

<span data-tempid="4060588e-1adb-4bc3-96ba-ee51a5d38646"
data-subject="nachname"></span>,

<span data-tempid="4060588e-1adb-4bc3-96ba-ee51a5d38646"
data-subject="vorname'"></span>

Name (PID) -~

(<span data-tempid="4060588e-1adb-4bc3-96ba-ee51a5d38646"
data-subject="pid"></span>)

<script type="text/javascript" >
templdResolver.resolve();

#2 ' € > )= Konsole HTML €SS Skript DOM | Netzwerk ¥ | Cookies

« | Leeren Dauerhaft || Alles  HTML CS55 JavaScript XHR  Bider
+ GET patients?tokenId=d91301c...-4ab0-985a-c5badf8bb34c
= GET patients?tokenIld=4060588...-4bc3-96ba-ec51a5d38646

Plug-ins Medien Schriften

200 0K
200 0K
Parameter Header Antwort JSON Cache Cookies

[{"fields™: I "nachname": "Husr.ermann"l "geburtsmonat™:"11 ",I "yorname"™: "Hax"l "geburtatag":"13", "geburtsjahr"”
:™1956™), "ids": [{"idType™: "pid",|"1dString™: "JO3P4TUM", "tentative":falasel] }]

26 Anfragen
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Pseudonymisierung (hoherer Stufe)

N

C 2T
A\ =72
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(Altdaten, Secondary Use, ...)

Record Linkage & Pseudonymisierung
ohne Patienteneinwilligung?

Chancen & Grenzen
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(Privacy-Preserving) Record Linkage GM F
Emilie Schmidt 02.10.1965
Emilia Schmitt 02.10.1965
S SC CH HM M ID DT T

01101100101001100UO010O0

Rainer Schnell, Tobias Bachteler and Jorg Reiher: Privacy-preserving record linkage using Bloom
filters. BMC Medical Informatics and Decision Making 2009, 9:41
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Beispiel: Pseudonymisierung im Deutschen GMF
Konsortium fiir Translationale Krebsforschung (DKTK)

Lokales Datenmanagement, Standort 23

> Lokaler Kontrollnummernerzeuger

nein
lokaler Schliissel: W

Klartext-IDAT: 9791BC86FCE5FASCCBB5FESEF7B3D

Hans Meier, 10.08.1960
Hans Maier, 10.08.1960 Einwilligung? |

v

_ Kontrollnummern:
Ja 11001...11101 10101...10111, 10110...11100
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Experimentell: Secure Record Linkage GM F

Mainzelliste 1 Mainzelliste 2
Max Peter 01.10.1980

@ S

I
Leonie Lambert 16.07.1991 «— _II

Peter Maximilian 01.10.1980 «—

Kim Kihne 08.01.1976 «—

* Mittels Secure Multi Party Computation (sMPC) linken zwei Mainzellisten ihre
Eintrage, ohne die Daten der Gegenseite zu offenbaren.

e Fehlertoleranz wird durch Verwendung des EpiLink-Algorithmus garantiert

e Das sMPC Framework ABY (TU Darmstadt) garantiert kryptographische
Sicherheit und eliminiert die Notwendigkeit einer Trusted Third Party

* Entwicklungsstand: Prototyp / Proof-of-Concept funktioniert
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: M Mainzelliste
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Source
Commits
Branches

Pull requests
Pipelines
Deployments
Issues

Wiki
Downloads
Boards

Settings

Nutzer der Mainzelliste

References

Mainzelliste is used in various medical joint research projects, including:

German Mukoviszidose Register (Data protection concept)

Furopean chlLD-EU register (Ethics/Data Safety)

German Cancer Consortium

Cluster for Individualized Immune Intervention (Ci3) (Meeting abstract on IT concept)
Studies conducted hy the LASER group

The MIRACUM consortium

Anather important use case is pseudonymization in central biobanks, for example:

Comprehensive Biomaterial Bank Marburg

Hannaover Unified Biobank

The Mainzelliste APl has been implemented in the following projects and software products:

OSSE — Open Source Registry System for Rare Diseases in the EU

OpenClinica (see presentation on integrating Mainzelliste and other software)
secuTrial (see modules description)

Semantic Clinical Registry System for Rare Diseases

MOSAIC (the external interface of the "Trusted Third Party Dispatcher” is oriented towards the taken-based concept of
the Mainzelliste API, see Bialke et al., J Transl Med. 2015, 13:176)

German Center for Cardiovascular Disease (DZHK) (see MOSAIC and the data protection concept)
German National Cohort (see MOSAIC and the data protection concept)

Electronic data capture system by Fraunhofer FOKUS

CentraxXX by Kairos GmbH

Platfarm far medical research by Climeda Health GmbH (Description of electranic health record companent)

We have compiled this list from the results of public search engines. If you use the Mainzelliste or its API, we would be glad to
include your project in this list. Please don't hestitate to contact us.

Contributing



Beitrage zur Mainzelliste durch die Community GM F

. . * ‘Wrong default path for configuration file.
: Mainzelliste
* A bug in IDGeneratorMemory caused a database error due to a duplicate

primary key.

Q <> Source
_ 1.0
+ ¢ Commits
* |nitial release
I.? Branches
79 Pull requests Contributions
As an open source project, Mainzelliste profits from contributions from the
(:) Pipelines research community. We would like to thank the following colleagues for their
code contributions:
o Deployments
e Maximilian Ataian, Universitatsmedizin Mainz

[

Issues * Benjamin Gathmann, Universitatsklinikum Freiburg

¢ Stephan Rusch, Universitatsklinikum Freiburg

Cm

Wiki Jens Schwanke, Universitdtsmedizin Géttingen

Daniel Volk, Universitdtsmedizin Mainz

(1)

Downloads
* Dirk Langner, Universitdtsmedizin Greifswald

Boards ¢ Matthias Lemmer, Universitdat Marburg
* Project FP7-305653-chILD-EU
¢ /iad Sehili, Universitét Leipzig

O

Settings



Kostenfreie Bereitstellung GM F

Kostenfreie Nutzung der Mainzelliste durch AGPLv3-Lizenz

Mehr Informationen unter:

https://hub.docker.com/r/medicalinformatics
/mainzelliste/ (BETA)

https://www.toolpool-
gesundheitsforschung.de/produkte/mainzelliste
Lo

https://bitbucket.org/medicalinformatics/mainzelliste

Bitbucket
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